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Pabouas nporpamma agantupoBaHa /s JIULL
C OrpaHUYEHHBIMU BO3MOXKHOCTSIMHU 3/I0POBbSI 1 MHBAJIUJIOB
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Pabouas mnporpamma aucuuiuinHel «ndopmanuonHas 0e30NMaCHOCTL H 3aIUMTA
uHpopmaunn» Ui o0yvaromuxcs 1o HanpasieHuo noAroroBku 46.03.02 JlokymeHToBeieHe
u apxuBoBeaeHue ([Ipoduis noarorosku: loKyMeHTOBEACHNHE U apXHBOBEACHNE), COCTAB/ICHA Ha
ocHoBaHuM DejlepalbHOrO rocyJapcTBEHHOro 00pa30BaTENBHONO CTAaHAAPTa  BBICHIETO
oOpa3zoBanusi — OakajaBpuaT 1o HampasieHuio noaroroBku 46.03.02 JlokymeHTOBeneHUE U
apXUBOBEJCHUE, YTBEPXKAEHHOIO NMpHKa3oM MUHHCTEpCTBA HAayKH M BBICIIEro oOpa3oBaHMs
Poccutickoii ®@enepauuu ot 29 oktsadps 2020 r. Ne 1343 (c u3m. u gon.), [lopsinka opranusanum
U OCYIIECTRIIEHUS 00PA30BATETLHON NS TEIEHOCTH 1O 06PA30BATETEHEIM TPOrPaMMaM REICIIIETO
oOpazoBaHusi — mnporpamMMam OakajaBpuaTa, TNpOrpaMMaM CHEHMAIUTETa, [pOrpaMMam
MarucTpaTypbl, YTBEPXKICHHOIO MpHKa3oM MUHHCTEPCTBa HAyKH W BBICIIEr0 00pa3oBaHUS
Poccuiickoit @eneparmu ot 06 anpess 2021 r. Ne 245 (¢ u3Mm. u J1011.), B COOTBETCTBHHU € y4€OHBIM
TUIaHOM, yTBepKAeHHbIM Y4eHsM coBeToM PI'BOY BO «Jlonl Y» nns nabopa 2024 rona.

Pa3paboTumk:
OoueHT Kadeapsl HHPOPMALMOHHBIX CHCTEM
yIIpaBJIeHUs, KaH/l. JKOH. HaYK, JOLIEHT % A. M. I'm3atynux

PaGouass mnporpamMma opoOpeHa Ha 3acefaHud Kadeapbl HHPOPMAIMOHHBIX CHCTEM
yTIpaBJIeHHUS.
ITporokon ot 22.03.2024 r. Ne 6a

3aBeayromumii kKadeapoii W H. I11. [Toromapenko

COTJIACOBAHO:

JlekaH dakysibTeTa MaTEMaTUKU U
WH(OPMAIIMOHHBIX TEXHOIOTHIA
28.03.2024 r.

N H. A. MouceeHko

VyebHO-MeTouecKass KOMUCCHS (aKyJibTeTa MaTeMaTHKH M HH(POPMAIIMOHHBIX TEXHOJIOTHHA.
[Tpotokon ot 27.03.2024 r. Ne 7.
[Ipencenarens JI. 1. CensixoBa

PykoBoauTens OCHOBHOM NpodeccrHoHaIbHOM
o0pa3oBaTenbHON MPOrpaMMBl,

JI-p 9KOH. HayK, TOLEHT W H. I11. [TorHOMapenxko
26.03.2024 r.
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1. MECTO JUCLIUITIMHBI B CTPYKTYPE OBPA3OBATEJIBHOM ITPOI' PAMMBI

1.1. TpebGoBaHus K NMpeaBAPUTEIBHON MOATOTOBKE 00YUYAIOMIMXCS, MPEIIISCTBYIONINE
U COIYTCTBYIOLIME JUCLUIUIMHBL, HA KOTOPBIX OCHOBBIBAETCS U3Y4YE€HHUE JTAHHOM!

HNudopMalMoOHHbIE TEXHOJIOTUH B JOKYMEHTAIIMOHHOM OOECIICYeHUH YIPABICHUA U
apxuBHOM Jene, MH(popMalMoOHHbIE TEXHOJOTMH, (COMYTCTBYIOUIMMU JUCLUIUIMHAMU —
CucteMHbIH aHaTM3 HHPOPMAITMOHHBIX IPOIECCOB).

1.2. JlucuumiauHbl, KypcoBble paOOThl U NMPAKTUKH, /Uil KOTOPHIX OCBOCHME IAHHOM
JUCLUIUINHBI HEOOXOIMMO KakK IPeIIeCTBYIOLIEE:!

Wndopmannonnas Oe3onmacHocTh M 3amuTa uH(popmanuu; [IpomsBoacTBeHHas

MIpaKTUKa: TPOEKTHAs MpaKkTUKa [0 apXuBOBeAECHMIO; IIpon3BOJACTBEHHAs IpaKTUKA:
npegaumioMHas; IloaroroBka k mpoueaype 3alluThl U 3alUTa BHITYCKHOM KBaNIU()UKALIMOHHOM
paboTHI.

2. OIIMCAHUME AUCLHMITIIMHBI

2.1. OOmas xapakTepucTuKa

3HayeHue NoKa3aTes
46.03.02 JlokyMeHTOBeICHUE U
apxusoseaeHue ([Ipoduns moAroTOBKHU:
JIOKyMEHTOBEICHUE U apXUBOBEICHHE)
b1.B.O/1.2. UnpopmanronHast 6€30MacHOCTh
W 3a1muTa HHQOpMaIUH
BapuatuBHas yacTh: BEIOOD By3a

4/144

HaunmenoBanue nokasaress
HazBanue oOpa3oBateiabHOI POrpaMMbl

[udp u Ha3BaHUE B COOTBETCTBUU C
y4eOHBIM TIJITAHOM

YacTth 00pa3oBaTeIbHOI MPOrpaMMbl
KoJiuecTBO 3a4eTHBIX eAMHHUIL / BCETO YacoB

2.2.  Pacnpenenenue yacoB 1o (popmam u repuoamM o0ydeHuUs
OO0111E€ KOJINYECTBO YaCcOB
o = CaMoOCTOS-
®dopma 2 8 N
> € JCKIU- | Jabopa- | MpaKTH- | TeJIbHOU dopma
o0yueHHs & = BCETO

59 OHHBIX | TOPHBIX | YeCKUX | PaboTHI + KOHTPOJISI

KOHTPOJIb
OvyHas 4 7 34 — 34 76 144 3K3aMEH
3aounasn 4 7 2 — 4 138 144 3K3aMeH

3. HEJIN AUCHUTIJIMHBI

Lenp aucuumnunsl «MHpOpMannonHas 0€30MacHOCTh W 3alluTa HHGOpMAIM» —
¢dopmupoBanue y Oyymiero cnenuanicta B cepe T0KyMEHTOBEICHNS U apXUBOBEICHUS 3HAHHH,
YMEHUH W HaBBIKOB, MO3BOJSIOIIMX NPUHUMATh pemeHuss B chepe HHPOPMAMOHHOM
0€301aCHOCTH.

4. KOMIETEHIINHN OBYYAIOINEI'OCS, ®POPMUPYEMBIE B PE3YJIbTATE
OCBOEHMA KOMIIOHEHTA OBPA30OBATEJIbHOU ITPOI'PAMMEI, UX MHIANKATOPLI
N INTAHUPYEMBIE PE3VIJIBTATBI ObYUEHW A

Komnerenumu HuankaTopsl Pe3ynbTatel 00yueHus
[TK-6. Cniocoben [1K-6.2. [1K-6.2.1 3HaeT OCHOBBI pa3pabOOTKH MOIUTUKH
OpPraHnu30BBLIBATH JlemoHcTpUpyeT nH()OpMaAIIMOHHOM 0€30MaCHOCTH.
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COIIPOBOKICHHE
nndpoBoit
TparchopmaIum
JIOKYMEHTHPOBaHHBIX
cdep nesaTenbHOCTH
OpraHu3alum

CHOCOOHOCTh [1K-6.2.2 VYwmeer pa3pabaTeiBaTh JOKYMEHTEI

pa3pabaTbIBaTh «[Tomutuka MHpOpPMALIMOHHON O€30IacCHOCTHY,

MIOJINTUKY «Criennanu3upoBaHHas MOJIUTHKA (110 00JIACTIM

WHOOPMAITMOHHOW | IPUMEHEHU ).

0€3011aCHOCTH [1K-6.2.3  Bmageer  mpuemMamMu  3alIHUTHI
uHbopmaun B npodecCuoHAIbHON
JeSITETbHOCTH.

S. I[TPOTPAMMA JTUCIHAITJINHBI

HasBanue teMbl

Kpatkoe coneprxanue TeMbl (BOIPOCHI TEMBI)

OCHOBHBIE TTOHSTHSA U
aHaJM3 yrpo3
UH(POPMAIIMOHHON
0e30I1acHOCTH

1.1. OcHOBHBIE MOHATHUS 3aIIUTHI HHYOPMALIUN U UH(POPMAITMOHHOMH
0€3011acCHOCTH

1.2. Ananu3 yrpo3 uHGOpPMAaIMOHHOM 6€3011aCHOCTH

1.3. Crioco6s1 oOecrieueHust 6€30MmacHOCTH HH(HOPMAITMOHHBIX
CUCTEM

ITonutuka
HH(OPMAITMOHHON
0e30MacHOCTH

2.1 Ionutrka nHPOPMAITMOHHON 0€30MaCHOCTH

2.2. YpOBHHM MOJUTHKUA O€30MMaCHOCTH

2.3. CtpykTypa NOJIUTUKU O€30MaCHOCTH OpPTaHU3alUN
2.4. ba3oBas nonuTHKa 0€30MacHOCTH

2.5. Cneunanu3upoBaHHbIC MTOJUTHKN O€30MaCHOCTH
2.6. ITonuTrKa 1OMYCTUMOTO UCIIOJIB30BAHUSI.

2.7. IlonuTHKa yAaJIeHHOTO JI0CTYyIA.

2.8. IIpouenypsl Oe30macHOCTH

2.9. Tlpouenypa pearupoBaHus Ha COOBITHUS.

2.10. IIpouenypa ympaBieHus KOHPUTYpaLUeH.

2.11. Pa3paboTka MoJIMTUKHA 0€301acHOCTH OpraHu3aluu
2.12. Opranuzanus uHGOpMaIIMOHHON 6e30MacHOCTH OaHKa

Kpunrorpaduueckas
3amuTa uHpopmManuu

3.1. OcHOBHBIE MOHATHS KPUNTOTpaPUUECKON 3aIUTHl HHPOPMALIUH.
3.2. Knaccudukanust Kpuntorpaguueckix alropuTMOB.

3.3. DnexTpoHHas U(POBaAst MOJTUCH.

3.4. OcHOBHBIE MPOIIEAYPHI IUPPOBOI TOATHCH.

3.5. Anropurm mudposoit noanucu I'OCT P 34.10-94

3.6. Anroputm nudposoit moamnucu ECDSA.

3.7. Crannapt uudposoit nognucu ['OCT P 34.10-2001.

3.8. YnpaBieHue KpUNTOKIIOYAMH.

Nnentuduxanms,
ayTeHTH(UKaLUsA U
yTpaBJieHNE
JOCTYTIOM

4.1. AyreHTu(dukanus, aBTOpU3AIUSI W
JIEeUCTBUH MOJIL30BaTEIICH.

4.2. Ayrentudukaius Ha OCHOBE MHOTOPa30BBIX TTApOJIEH.

4.3. AyreHTH(UKAIMA HA OCHOBE OJTHOPA30BbIX MapOJIeH.

4.4. Unes ctporoit ayreHTU(DUKAIINS.

4.5. Crporas nByx(hakropHast ayTeHTU(DHUKAIIHS.

4.6. Ilpumenenune cMapT-KapT.

4.7. [lpumenenne USB-TokeHOB.

4.8. Ocobennoctu ucnoipzosanus PIN-koza.

4.9. Kpunrorpadudeckue mpoTOKOIbI CTPOTON ayTeHTHU(PUKAIIH.
4.10. buomeTrpudeckas ayTeHTU(UKAIUS TT0JIb30BATEIS.

4.11. VYupapieHue AOCTYIOM IO CXE€ME€ OJHOKPAaTHOTO BXOJa C
aBTopu3anueit Single Sign-On.

4.12. Ilpocras cucrema ogHOKpaTHOTrOo BXxoaa Single Sign-On.

4.13. Cucremsl ogHOKpaTHOTO BXx0oaa Web SSO.

4.14. SSO-1IpoayKTHl YPOBHS MPEIIPHUSTHS.

aIMUHHCTPUPOBAHUE
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3ammura 5.1. KoHIenus 3IeKTPOHHOTO JOKYMEHTO000pOTA.
3JEKTPOHHOTO 5.2. OcoOEHHOCTH 3aIlIUThI ATEKTPOHHOTO JOKYMEHTO000pOTA.
JIOKyMEHTO000pOTa 5.2.1. Yrpo3sl g COJ]
5.2.2. Cpenctna 3amutbl CO/]
5.3. 3ammra 6a3 JaHHBIX
5.3.1. OcHOBHBIE THIIBI YTPO3
5.3.2. Metons! u cpenctba 3amuTel CYBJ]
5.3.3. Cpenctaa 3amutel CYBJ] Microsoft Access
5.3.4. Cpencrsa 3amutel CYB]] Oracle
5.3.5. BamuiieHHbINd J0CTyN K 0a3aM JaHHBIX
5.4. 3amuTa KOpIoOpaTuBHOIO MOYTOBOTO JOKYMEHTO000pOTa
5.5. 3amwura CHCTeMBl  DJIEKTPOHHOTO  JOKyMEHTOOOOpOTa
DIRECTUM
5.5.1. ®ynkunonanbHble Bo3MokHOCTU cucteMbl DIRECTUM
5.5.2. Apxurektypa cucreMbl DIRECTUM
5.5.3. YnpasieHue 3J1eKTPOHHBIMU TOKYMEHTaMH B CHCTEME
DIRECTUM
6. CTPYKTYPA U COAEPXXAHUE JUCHUITJIMHBI
6.1. dopma oOyueHus — ouHasi, Kypc — 4, cemectp — 7
HaumeHnoBanwust pa3aenoB u TeM Komiectso wacos
Jleku. | Jla6op. | Ilpakr. | CPC+K | Bcero
Tema 1. OCHOBHBIC MTOHSATHS U AaHATIU3 YTPO3 -
. 6 6 17 29
nH(OpMaAITMOHHOM 0€30MacHOCTH
Tewma 2. [Tonutrka HHPOPMALIMOHHOM 8 - 8 13 29
0e301acHOCTH
Tema 3. Kpunrtorpadgudeckas 3ammra 4 — 4 20 28
uHbOpMaluu
Tewma 4. Unentudukanus, ayTeHTUOUKAIHS 8 - 8 13 29
U YIIPaBJICHHUE JOCTYIIOM
Tema 5. 3amura 3J€KTPOHHOTO 8 — 8 13 29
JIOKYMEHT0000pOTa
NTOI'O 3A CEMECTP 34 — 34 76 144
6.2. ®opma oOyueHus — 3a04Has, Kypc — 4, cemectp — 7
HaumenoBanus paszaenos u TeMm Kompiectso wacos
Jlexn. | Jla6op. | Ilpakr. | CPC+K | Beero
Tema 1. OCHOBHLIVe MIOHATHS U AHAJIU3 yIPo3 0.4 — 0.8 27.8 29
nHGOPMaLIMOHHON 06€30MacCHOCTH
Tewma 2. [Tonutrka HHPOPMALIMOHHOM 0.4 - 0.8 278 29
0e301acHOCTH
Tema 3. Kpunrorpadgudeckas 3ammra 0.4 — 0.8 26.8 28
uHpOpMaLUU
Tewma 4. Unentudukanus, ayTeHTUDUKAIHS 0.4 — 0.8 278 29
U YIIpaBJICHHUE JOCTYIIOM
Tema 5. 3amura 3J€KTPOHHOTO 0.4 — 0.8 27.8 29
JIOKYMEHT0000pOTa
HNTOI'O 3A CEMECTP 2 — 4 138 144
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7. OLEHOYHBIE MATEPHAJIBI (CPEAICTBA) JULAL TEKYILEI'O KOHTPOJIA
YCIIEBAEMOCTU, IPOMEXYTOYHOU ATTECTALIMU

7.1.  KoHTpoJIbHBIE BOIIPOCHI

1.Chopmynupyiite nonstue nadpopmanmonHoi 6e3onacHocta UC.

2.00bAcHUTE TOHATUS  IIEIOCTHOCTH, KOH(PHUACHLIHUAIBHOCTH H  JOCTYMHOCTH
uHpOpMaIIHH.

3.00bsacHUTE MOHATUS UISHTUDUKALINY, AyTeHTU(DHUKAIINH U aBTOPU3ALIMH ITOIH30BATEIS.
Kaxk onu B3anmocBsizanbi?

4. YxaxXuTe OTJINYUS CAHKIIMOHUPOBAHHOT'O IOCTYTa OT HECAHKIIMOHHUPOBAHHOTO JOCTYTIA
K HHpOpMaLuu.

5.Chopmynupyiite onpeeneHrne NOITUTHKU 0€30MacHOCTH.

6.Chopmynupyiite  0COOCHHOCTH  W30UpATEIbHOW W  TIOJHOMOYHOH  TOJUTHKHU
0€30MacHOCTH.

7.00BsicHATE TIOHATHE «yrpo3a 6e3omacHocTH C».

8.Ykaxute OCHOBHBIE MMPU3HAKH KJIacCU(DUKAIIMKA BO3MOXKHBIX yrpo3 6e3onacHoctu UC.

9.KaxoBbI 0OCHOBHBIE BUIBI yrpo3 OezonacHocTy MC 1o menm u cTeneHu BO3AeicTBUS?

10. JlaiiTe kpaTKyr0 XapaKTEpPUCTUKY yrpo3 0€30MmacHOCTH, 0003HAYAEMbIX TEPMUHAMHU:
(TPOSTHCKUI KOHBY», BUPYC», KICPBHY?

11. Tlepeuncnure U naiTe KPaTKyr XapaKTEPUCTUKY OCHOBHBIX METOJIOB peamu3alluu
yIrpo3 HHPOPMAIIMOHHOI 0€30I1aCHOCTH.

12. O6bsacHUTEe CyTh KOMIUIEKCHOTO TMOAX0Aa K obecrnedeHno WHGOPMaIMOHHON
6e3onacuoctu UC.

13. O6bsacHUTE IOHATHE IIOTUTHUKA 0€30MACHOCTH OPTaHU3AIHIY.

14. Kakue pasnensl JOJDKHA COJACpPXKaTh JOKYMEHTAIBHO OGOpPMIICHHAS TOJUTHKA
6e3omacHocTH?

15. Kakue npo0Oiemsl pelniaeT BEpXHUH ypOBEHb MOJIUTUKH 0€301acHOCTH?

16. Kakue 3aaun pemiaet CpeAHUN YPOBEHb MOJIUTHKH 0€301acHOCTH?

17. KakoBbl 0COOEHHOCTH HUKHETO YPOBHS MOJIUTUKH O€301acHOCTH?

18. CopmymnupyiiTe 00513aHHOCTH PYKOBOJIUTENEH MOIpa3esieHui, aIMUHUCTPATOPOB U
MOJTK30BATENICH MTPH peaTi3aluy OTUTHKN 0€30MaCHOCTH.

19. OnumuTe CTPYKTYPY MOJUTUKHA O€30MaCHOCTH OPTaHU3AIIHH.

20. Yto mpeacTaBistoT co00M CreHalTn3upOBaHHbIE TIOJUTHKH 0€30MacCHOCTH?

21. IlpuBenuTe HECKOIHKO MPUMEPOB CHEIUATU3UPOBAHHBIX MOIUTUK OE30MACHOCTH C
OINHMCAaHUEM UX OCOOCHHOCTEH.

22. Yrto npeAcTaBisoT co00i mporexypbl 6e30macHOCTH?

23. IlpuBenuTe HECKOJBKO TPHUMEPOB TMPOIEAYpP OE30MacCHOCTH C OMHCAHHUEM UX
0COOEHHOCTEN.

24. ChopmynupyiiTe  OCHOBHBIE JTambl  Pa3padOTKU  TMOJUTHKA  OE30MaCHOCTH
OpTaHu3aIuH.

25. YUto Takoe kpurnrorpadus?

26. JlaiiTe ompeneneHusl CIEAYIONMX MOHATHI: KPHUITOTpaMMa, KPHUITOAITOPHUTM,
KpUNITOCHUCTEMA.

27.B YeM COCTOMT KOPEHHOE paszliiihue CHMMETPUYHBIX ¥ aCHUMMETPHYHBIX
KPUITOCUCTEM?

28. OxapakTepHu3ylTe YeThIpe OCHOBHBIX PEKUMa PabOTHI OJIOYHOTO aITrOPUTMA.

29. Pacckaxxute 0 crmocobax KOMOMHUPOBAHUS OJOYHBIX AITOPUTMOB JUIS TOTYYEHHS
QITOPUTMOB ¢ 00Jiee JITMHHBIM KIIFOYOM, CPABHHUTE MX MEKIY COOOH.

30. KakoBbl OCHOBHBIE XapaKTEPUCTUKH U PEKHUMBI PaOOTHl OTEYECTBEHHOT'O CTaHAapTa
m(poBaHUs JAHHBIX?

31. ChopmynupyiTe KOHLEMIIUIO KPUNTOCUCTEMBI C OTKPBITHIM KIIOYOM?
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32. laiite  ompezneneHue OAHOHampaBlieHHOW  ¢yHkuuu. [lpuBenute mnpuMepbl
OJTHOHATPABJICHHBIX (PYHKIHUH.

33. KakoBbl 0COOEHHOCTH OJHOHAIPABICHHBIX (QYHKIHI ¢ «ITOTAalHBIM XOJ0M»?

34. Ha yeM OCHOBBIBAETCS HAJIS)KHOCTh KpUIITOAIrOpuTMa IrdpoBanust RSA?

35. Onumure [Be OCHOBHBIE MPOLEAYPHI, OCYLIECTBISIEMbIE CHCTEMOI AJIEKTPOHHOMN
U(POBON MOAMKICH ISl TOATBEP>KACHHS TIOUIMHHOCTH JIEKTPOHHOTO JIOKYMEHTA.

36. Onumure OTEYECTBEHHBIH CcTaHmapT UUGPOBOM  MOANUCH, YKAXKHUTE €ro
MPEUMYIIECTBA [0 CPABHEHUIO C aIropuT™MOM nuppoBoii moxmucu DSA.

37. KakoBo Ha3HaueHHE XAUI-PYHKIMU M KaKUM TPeOOBaHUSM JOJDKHA YIOBIETBOPATH
KayeCTBEHHAs XdII- PYHKIUS?

38. Kakum 00pa3oM KOMOWHHMpPOBAHHBIM MeTOj MU(POBAHUSA IO3BOJISAET COYETATh
JIOCTOMHCTBA ACHUMMETPUYHBIX M CHMMETPUYHBIX Kpunrtocuctem? ONUmmMTe MPOTOKOMT
peain3an KOMOMHUPOBAHHOTO METO/1a K] poBaHUS.

39. Omumnre padoty anroput™a Judpdu - Xonmmana. YKakuTe JOCTOMHCTBA ATOTO
anropuTMa.

40. KakoBo Ha3zHayeHHWE WHQPPACTPYKTYphl OTKpHITEIX Kitoued PKI?  Onumwmre
¢yHkuronuposanue uHppactTpykrypsl PKI.

41. aiite ompeneneHusl MOHATHI: HIeHTUUKaLWs, ayTeHTU(UKALUs, aBTOPU3ALNSA,
aJIMUHUCTpUpOBaHHE. UTO MOHUMALIOT MO peleHneM 3aaad AAA?

42. Kakue 3a/1a4n perraeT MmoJcucTeMa ynpasieHus uaeHTudukanueit u qoctynmom [AM
(Identity and Access Management)?

43. Ha kak#e KaTeropuu MOXKHO Pa3JIeIUTh MPOIECCH ayTEeHTU(PHUKAIIMNA B 3aBUCUMOCTH
OT CYUIHOCTEH, MPEeABbSABISAEMbIX OJIb30BATEIEM JJIS1 TOATBEPXKICHHS CBOCH MOUIMHHOCTH?

44. TlepeuncanTe OCHOBHBIE aTaKH HA MIPOTOKOJIbI ayTEHTU(HUKALIUH.

45. Onuummre MeToJ ayTeHTU(HUKAIMM Ha OCHOBE MHOTOpPa3oBbIX mHapoiiedl. KakoBbl
HEIOCTATKH dTOro Meroxa?

46. Onummre MeToJ ayTeHTU(HUKAIIMK Ha OCHOBE OJIHOPa30BbIX Mapojeil. KakoBbl ero
JTOCTOMHCTBA M HEJTOCTATKH?

47. Chopmynupyiite mpuHIMI CTporoi ayreHTU¢UKaruu. ONMMUIIMTE TUIIBI TPOLETYp
CTPOTO# ayTeHTU(PUKAIINH.

48. O0bscuute Ha3HaueHue PIN-ko1a 1 0COOEHHOCTH €ro UCTIOIB30BaHUS.

49. O0bsicHuTe NMPUHIUIT paboThl AByX(pakTopHOU ayTeHTH(UKanuu. Kakue BHENIHUE
HOCHUTENIN MH(OPMAITUHN UCTIONB3YIOTCS IS IByX(AaKTOPHOU ayTeHTU(UKAIIUK MOJIb30BaTee?
KakoBbI 1OCTOMHCTBA ATOTO METO1a Ay TCHTH(UKAIIIH ?

50. Omumure GyHKIMOHATIBHOCTD U XapaKTePUCTUKU cMapT-KapT 1 USB-TOKEeHOB.

51. OnumuTe METOIBl OMOMETPUYECKON ayTeHTH(UKAIINK TTOJIb30BaTeNsl. UTO 03HAYAIOT
KO3 PHUIHUEHT OMNOOYHBIX OTKA30B M KOA(PPUIMEHT OMMOOYHBIX TOATBEPKICHUI?

52. [losicHuTe TPHUHLMIT YIPaBICHHUS JOCTYIIOM IO CXEME OJHOKPAaTHOIO BXOJa C
aBTopuzanueit Single Sign-On.

53. YkaxuTe MNpeuMyIecTBa 3JIEKTPOHHOTO TOKYMEHTOOOOpOTa IO CpPaBHEHHUIO C
OyMaXHBIM JJOKYMEHTOOOOPOTOM. YKaXKHUTE pa3Iuuus MEXKIy TOHATUAMH «CHUCTEMa
3JIEKTPOHHOTO TokyMeHToobopoTay (COJ]) m ECM (Enterprise Content Management).

54. Oxapaktepusyire 0a3oBbIe COCTABJISIOIINE CHUCTEMBI 3JIEKTPOHHOTO
JIOKYMEHTO000pOTA.

55. Omumwure QyHKIIMOHAIBHOCTD MOJICUCTEMBI aBTOMATH3alUN YIPABJICHUS TOTOKAMH
pabot (WorkFlow).

56. Ykaxkxute  OCOOCHHOCTM  TOCTPOCHUS U (YHKIMOHUPOBAHUS  CHUCTEMBI
pacmpeIeIeHHOT0 3JIEKTPOHHOTO TOKYMEHTO000pOTa.

57. HazoBute yrpo3sl mH(popmanumonHoi OezomacHoctr s COJ] u oxapakTepuzynTe
WCTOYHUKHU ITHX YTPO3.

58. Kakne (yHKIMU IOJKHBI OBITH pEaTM30BaHbI CPEACTBAMH 3aIlUTHl HH(pOpMaIH
cona?
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59. HazoBuTe 0CHOBHBIC yTpO3bl HHYOPMAITMOHHON O€30MacHOCTH 0a3 TaHHBIX. Y KQXKHUTE
MeTo/Ibl U cpencTBa 3amuTsl CYB/I.

60. Onpenenute noustue «RAID-maccupy. [losicaute oco6ennoctu mpumenenus RAID-
maccuBoB B CYB/I.

61. CpaBuute Bo3mMoxxHOCTH cpecTs 3ammuThl CYBJl Microsoft Access u CYB/I Oracle.

62. OxapakTepu3zyiTe METOIbl M CpPEICTBA 3alIUTHl KOPIOPATUBHOTO ITOYTOBOTO
JIOKYMEHTO000pOTA.

63. Onummre QyHKIMOHATBHBIE BO3MOKHOCTH U apXHUTEKTYPY CHUCTEMBI 3JICKTPOHHOTO
nokymentoobopora DIRECTUM.

64. OxapakTepu3yiiTe MNpUEMbI W METOJIBI 3alIWTHI, pEaIN30BaHHBIE B CHCTEME
DIRECTUM.

7.2.  Tewmbl TUCBMEHHBIX PaOOT (THITHI 32/1a4)

[TpakTnyeckue paboThI IO TEMaM:

Tema 1. OCHOBHBIC OHATHS U aHAJIN3 YIPO3 HH(POPMAITMOHHOM O€30MacHOCTH
Tewma 2. [Tonutrka HHPOPMALMOHHON G€30MTaCHOCTH

Tewma 3. Kpunrorpaduueckas 3ammra nuHpopManuu

Tema 4. Unentuduxanms, ayreHTU(GUKALUSA U yIpaBIEHUE 10CTYIIOM

Tewma 5. 3amuTa 31€KTPOHHOIO JOKYMEHTO000pOTA.

7.3.  OOpa3zer copepkaHus SK3aMEHAIMOHHOTO OnyeTa

®I'bOY BO JIOHEIKU 'OCYJAPCTBEHHbBIY YHUBEPCUTET»
Obpazosamenvhas npoepamma Oakaiaspuam

Hanpaenenue noocomosku. 46.03.02 /lokymenmoseoenue u apxusoseoenue
Ounas ¢hopma 0b6yyeHus. Cemecmp VIl
Yuebnas oucyuniuna Hngopmayuonnan oe3onacnocmov u 3auiuma
uHpopmayuu
BUJIET Ne 1

1. YpOBHH MOJUTUKHA OE30MaCHOCTH.
2. YTPO3bI YIS CHCTEMBI AJICKTPOHHOTO JJOKYMEHTO000POTA.

VYTBepKIeHO Ha 3acedaHuu Kadeapbl HHPOPMAILIMOHHBIX CUCTEM YIIPaBJICHUS, IPOTOKOJI
Ne ot “__” cenrsiops 2024 r.

3aB. kadeapoit H. II. TTornomapenko

DK3aMeHaTop A. M. I'm3atynun

B ciyuae Benenuss yueOHOro mporiecca ¢ MCIOJIb30BAHUEM 3JIEKTPOHHOTO OOy4YeHHUS U
JUCTAaHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJOTHM, collep)kaHue OuieTa MOXKET OTJIMYaThCS OT
MIPUBEIEHHOTO.

8. PACIIPEJEJIEHUE BAJIJIOB, KOTOPBIE ITOJIYUHAIOT OBYYAIOIIUECA

OOmras omeHKa 3HAHWKA OOYYaAIOIIUXCS MO JAUCHUIUIMHE TpoBoautTcs mo 100-6amtsHoi
IIKajae MCXOAs W3 MaKCHMyMa, MPUBEICHHOrO B Tabiuie Hrpke. OpraHu3aluOHHO-y4YeOHas
paboTa B ayJUTOpUU OIICHUBACTCS HAa OCHOBE TAKHUX KPUTEPHUEB KaK IMOCEHMAEMOCTh 3aHSTHH,
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CBOCBPEMEHHOE M KaueCTBEHHOE BBIIIOJHEHUE JOMAIIHUX 3aJaHHWH, aKTMBHOCTb BO BpeMs
MIPOBEICHUS JICKIIMOHHBIX M TMPAKTUYECKUX 3aHATHH (y4acTHe B OOCYXKIEHHH TEKYIIEro H
IIPOIIEHHOr0 MaTepuaa, pelieHue 3a1ad 1 T.11.).

8.1. Cewmectp 1

Howmepa paszaenos Bunsr pabot Maxcumanproe
KOJIMYECTBO 0aJlIOB

OpranuzanoHHO-yueOHasi paboTa B ay JUTOPHH 10

1 CamocrositensHas paboTta (BBITIOJIHEHHE 50
MIPAKTUYECKUX PabOT MO BapUaHTY)

UTOI'O 60

DK3aMeH 40

OO0muii uTOT 32 CeMecTp 100

CooTBeTcTBHE 0aII0B OILIEHKE

KOdMaecTEO GALIOR OrieHKa 110 IITHOAJUIEHOHN IIKaJIE
s 100 ECTS | Dx3amen, nuddepeHIpOBaHHBIN 3auer
3a4er

90-100 A OTJINYHO 3a4TEHO
80-89 B XOPOIIIO 3a4TEHO
75-79 C 3a4TEHO
70-74 D YIOBJIETBOPUTEIHHO 3a9TCHO
60-69 E 3a4TEHO
35-59 FX HE 3a4TE€HO
0-34 = HEYJIOBJICTBOPUTEIHHO He 3a9TeHO

9. OBECIIEYEHUE OBPA30BATEJIbBHOI'O [TPOLECCA JJIA JIULL C
OI'PAHMYEHHBIMHA BO3MOXHOCTAMMU 3IOPOBbBA 1 MTHBAJINM/I0OB

B xone peanuzanuu AUCHUTUIMHBI UCTIOIB3YIOTCS CIEAYIOIINE AOTIOTHUTEIBHBIE METO b
00y4YeHHs1, TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOYHON aTTEeCTAllUM 00YJaroIIuXCs B
3aBUCUMOCTH OT UX WHAUBUIYTBHBIX OCOOCHHOCTEH:

1) JUTSL CIIETIBIX U CIIaOOBUISIINX

- JeKIH 0(OPMIISTFOTCS B BUJIE SJICKTPOHHOTO TOKYMEHTA, JIOCTYITHOTO C TIOMOIIBIO
KOMITBIOTEpA CO CHEIHATN3UPOBAHHBIM POTPAaMMHBIM 00€CTICYCHHEM;

- I BBITIOJIHEHHUS ~ 3aJaHusl  TNPUH  HEOOXOJMMOCTH  TMPEIOCTaBIIACTCS
YBEJIMYUBAIOIIEE YCTPOMCTBO; BOZMOXKHO TaKKe UCTIOJIB30BAHUE COOCTBEHHBIX YBEIMUYUBAIOIIUX
YCTPOMCTB;

- MMChbMEHHBIC 33aJIaHUsT OPOPMIIIOTCS YBEIMUEHHBIM HIPUDTOM.

2) JUTSL TITYXHUX U CJIa0O0CITBIIAIINX

- JEKIUU O(hOPMIISIOTCS B BHJIE JIEKTPOHHOTO JOKYMEHTA;

- MMCHMEHHBIC 3a/IaHMsI BBITTOJTHSIIOTCS] HA KOMIIBIOTEPE B TUCBMEHHOU (hopMme;

- 9K3aMEH TMPOBOAMTCS B NHUCHBMEHHOW (opMe Ha KOMIBIOTEPE; BO3MOXKHO
npoBeicHUE B (hOpME TECTUPOBAHUA.

3) JUIS1 JIULL C HAPYIICHUSIMU OTIOPHO-JIBUTAaTEIBHOTO anmnapara:

- JeKIMH 0(OPMIISTFOTCS B BUJIE SJICKTPOHHOTO IOKYMEHTA, JIOCTYITHOT'O C TIOMOIIBIO
KOMITBIOTEPA CO CIEIMAIU3UPOBAHHBIM MTPOrPAMMHBIM 00ECIICUYECHUEM;

- MMCbMEHHBIC 3aJ]JaHUS BBIMOJHSIIOTCS HA KOMIIBIOTEPE;

- 9K3aMeH U 3a4€T MPOBOAATCSA B YyCTHOU (pOpMe MM BBIOTHSIOTCS B MMUCHMEHHOM
(dhopme Ha KOMIIBIOTEPE.

[Tpr HEOOXOAUMOCTH TIPeyCMATPUBACTCS YBEITUUCHUE BPEMECHH IS TOATOTOBKH OTBETA.
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[lpouexypa  mpoBeaeHHsS  MPOMEXKYTOYHOW  aTTecTalMd A O0ydYaromumxcs
YCTAHABIMBACTCS C Y4YETOM WX HMHIUBUAYAIBHBIX TCUXO(U3NYECKHX OCOOEHHOCTEH.
[TpomexyTouHast aTTeCTalus MOKET IPOBOAUTHCS B HECKOJIBKO ITAIIOB.

[IpoBenenne mpoueAypsl OLEHHBAHUS PE3YyJIbTaTOB OOydYeHHs JIOIyCKaeTcs C
UCIIOJIb30BAHUEM JMCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTHH.

OO6ecnieunBaeTcs AOCTYI K WHPOPMAIIMOHHBIM U OMOIHOrpauIeckuM pecypcaM B CETH
WuTtepHeT s Kaxzaoro odOydaromerocs B (opmax, aJanTUPOBAHHBIX K OTPAHUYEHUSIM WX
3II0POBbBSI ¥ BOCTIPHATHSL HHPOPMALIH:

1) JUIA CJIENBIX U CIIA0OBUMAIINX

— B TIeYaTHOH (popMe yBeTMUeHHBIM mpudTOM;

- B ()OpMe 3JIEKTPOHHOTO JJOKYMEHTA;

2) JUTS TITyXUX U CIa00CTBIIIAIIHX:

- B Ie4aTHOH (opme;

- B (hOpMeE IIEKTPOHHOTO JOKYMEHTA.

3) JUIs1 00Y4YAIOIIMXCS ¢ HAPYUICHUSIMH OIIOPHO-JIBUTaTEIbHOTO anmapaTa:

— B IIe4aTHOU opme;

— B (hopMe 3JIEKTPOHHOTO JJOKYMEHTA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHME YYEBHOI'O [TPOLHECCA

VY4eOHble 3aHATHS IPOBOAATCA B B 8-M yueOHOM Kopmyce (T. [JoHeuk, yi. YentocKuHLEB,
n. 198 a) ynuBepcureta. [Ing mpoBeneHHs J1aOOpaTOPHBIX 3aHATHH TpeOyeTcs ayIuTopus,
0o0opyZi0BaHHAsT MEJOBOW WJIM MapKEpHOW JTOCKOW, MYJIbTUMEIUIHBIA HPOEKTOp U SKpaH,
HOYTOYK, KOMIUIEKT y4eOHOW MeOenu I CTYJeHTOB, pabouee MECTO MPeroiaBatelis, BHIXO/ B
WHTepHeT — MPOBOAHOM WK ¢ UcToNb30BaHueM Wi-Fi.

Jis caMocTOsATeNbHOH pabOTBhl MCIONB3YIOTCSI TEKCTOBBIE M DJIEKTPOHHBIE PECYpCHI
Hayunoil 6uOIMOTEKM YHHMBEpPCUTETa M JAPYTUX AJIEKTPOHHBIX OUONMOTEUHBIX 0a3 JaHHBIX,
yueOHO-MeToInueckoe oOecleyeHrne, NpeACTaBICHHOe B Y4eOHO-METOJIMYECKOM KaOuHeTe
I'maBHOTO KOpMyca (aym.405).

OOyuaromecs HMEIOT BO3MOXHOCTb  HCIIOJIb30BaTh y4eOHbIE MaTepuaibl IO
JTUCIIUIIIMHE, pa3MenieHHble Ha Tutatdopme Moodle llenTpa nuctaHmmoHHOTO 00pa3oBaHUS
OI'bOY BO «oul'Y». [Ipu u3ydeHUn AMCUMIUIMHBI IPUMEHSIOTCS 3JIEKTPOHHOE O0y4YeHHE U
JTUCTAaHIIMOHHBIE 00pa30BaTEIbHbIE TEXHOJIOTUH.

C  ucnonmp30BaHMEM  pecypcoB  IIaTGOpPMBI  JUCTAHLIMOHHOTO  0Opa3oBaHUS
OCYILECTBIIACTCSI TEKYIIUH KOHTPOJb 3HAHUH OOy4YarolIMXCS Ha OCHOBE TECTUPOBAHMUA U
IIPOBEPKHU PE3YJIBTATOB CAMOCTOSATEIBHON paOOTHI.

11. PEKOMEHAYEMAA JINTEPATYPA

11.1. OcHoBHasi 1uTEpaTypa

1. Bonmapenxo, 1. C. Mudopmarmonnas 6e3onacHocTs : yueOnuk / U. C. bornapenko.
— Mocksa : MUCHUC, 2023. — 254 c.

2. Kamnrep, U. B. Ynpasnenue nadopMaimoHHo#i 6€30macHOCTRIO : yaeOHoe mocodue / U.
B. Kanrep, A. C. [lIabypos. — Ilepms : ITHUITY, 2023. — 91 c.

3. Hecrepos, C. A. OcHoBsl uapopManmornHoi 6e3omacuoct / C. A. HecrepoB. — 2-¢
3., crep. — Cankr-IlerepOypr : Jlanb, 2023. — 324 c.

4. Spouxun, B. 1. Madopmarmonnas 6e3onacHocTs : yueonuk / B. . SIpoukun. — 5-¢
u3a. — Mocksa : Akagemudeckuit [Ipoekr, 2020. — 544 c.

11.2. domosHHUTeJbHAas JUTEpPaTypa
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1. 3aneunukos, C.B. MadopmarmonHast 6€301acHOCTb OTKPBITHIX cucTeM. B 2-x T. T.1 —
VYTpo3sl, yA3BUMOCTH, aTaku U noaxonsl k 3ammre / C.B. 3aneynnkos, H.I' Munocnasckas. —
M.: TJIT, 2017. — 536 c.

2. 3aneunukos, C.B. Unpopmannonnas 6e30nacHOCTb OTKPHITHIX cuctem. B 2-x 1. T.2 —
Cpencrsa 3anuThl B ceTsx / C.B. 3aneunukos, H.I'. Munocnasckas, A.W. Toncroit, /I.B. Ymakos.
— M.: T'JIT, 2018. — 558 c.

3. IMaprteika, T.JI. Uadopmanronnas 6e3omnacHocTh: YueOHoe nmocooue / T.JI. ITapThika,
N.N. TTonoB. — M.: ®opywm, 2016. — 432 c.

4. Tlerpos, C.B. Mndopmanmonnas 6e3omnacHocts: YuedHoe nocodue / C.B. Iletpos, N.I1.
CnunbkoBa, B.B. 'apuep. — M.: APTA, 2016. — 296 c.

5. Cemenenko, B.A. Hudopmanmonnas Oe3omacHocTh: YuebHoe mnocobue / B.A.
Cemenenko. — M.: MT'1Y, 2017. — 277 c.

6. Yumnura, A.®. UndopmanmronHas 6€30MacHOCTh aBTOMAaTHU3UPOBaHHBIX cucteM / A.D.
Yumura. — M.: I'enmmoc APB, 2017. — 336 C.

7. anerun, B.®. MudopmarmonHas 6€30MacHOCTh KOMIBIOTEPHBIX CUCTEM M CETeH:
Yyebnoe nocobue / B.®. [llanbrun. — M.: UJ] ®POPYM, HUL] UHOPA-M, 2017. — 416 c.

8. lanbrun, B.®. MHpopmanuonHas Oe3zomacHocTh M 3amura uHGopmanuu / B.O.
Manerua. — M.: JIMK, 2017. — 702 c.

9. Spouxun, B.W. UnpopmannonHas 6e3onacHocTs: YueOHUK 1151 By30B / B.U. SIpoukuH.
— M.: Akan. IIpoekr, 2018. — 544 c.

10.  Spouxwun, B.M. Mudopmanmonnas 6e3onacHocTs. S-¢ u3a. / B.W. SIpoukun. — M.:
Axkanemudeckuii npoekt, 2016. — 544 c.

12. NHOOPMALIMOHHBIE PECYPCBHI

1. HanuonanbHas  JJIeKTpOHHast  OmOamoTeKa (H2B): benepanpHast
rocyaapctBeHHass mHdpopMmarmonHas cucrtema / MunucrepctBo KynbTypel P®; Poccwuiickas
rocynapctBeHHast oubanoreka. — Mocksa, 2019- . — URL: https://rusneb.ru/ (nata oOparenmus:

01.09.2023). — PexumM goctymna: cBOOOIHBIH, monmucka. Heooxomuma ycTaHOBKA MPOrPaMMHOTO
obecnieueHHs. — TeKCT: 31EKTPOHHBIN.

2. eLIBRARY.RU: nayunas snextpoHHas Oubnuoreka: cailT. — Mocksa, 2000- . —
URL: https://elibrary.ru (mara oo6pamenus: 01.09.2023). — Pexum mocTtyna: i aBTOPU30B.
MOJIb30BaTeNEH. — T €KCT: AIEKTPOHHBIN.

3. Hayunas osnextponnas Oubnmnorexka «KubepJlenmnka»: caiit / Acconuanus
«OtkpeiTast Hayka». — MockBa, 2014- . — URL.: https://cyberleninka.ru/. — Pexum moctyma:
cBOOOJHBIN. — TeKCT: 2IEKTPOHHBIH.

4, DIIeKTPOHHO-OMOINOTEUHAS crucTema «Jlanb»: [caiiT]. - URL.:

https://e.lanbook.com (mata o6pamenus: 01.09.2023). — Pexxum jgocTyna: s aBTOPU30B.
MoJb30BaTeNeh. — TEKCT: ANEKTPOHHBIN.

5. IBC IOpaiit: >nexkTpoHHast 6nOIMOTEUHast cucTema: cait. — Mocksa, 2013, —
URL.: https://biblio-online.ru (mata ooparenus: 01.09.2023). — Peskum gocTyna: ajst aBTOPHU30B.
MI0JIb30BaTEIEH. — TEKCT: 2JIEKTPOHHBIMN.

6. Dy1eKTPOHHO-0ubmoTeuHast cucrema JouIl'Y: caiit / ®I'BOY BO «/lonl V». —

Honernk, 2016- . — URL: http://library.donnu.ru/ (mata oopamenus: 01.09.2023). — Pexum
JOCTYTIa: CBOOOAHBIN. — TEKCT: AIEKTPOHHBIH.
7. DJeKTpoHHBI Kkatajsor Hayunoit 6ubmmoreku [lonl'Y: pasgen caiita / Hb

Joul'Y. — Tekct: anekrponnsiii // DBC Jlonl'Y: caitr. — URL: http://library.donnu.ru/catalog/
(mata o6pamenus: 01.09.2023). — Pexxum goctyna: OUCK CBOOOIHBIN, SJIEKTPOHHBIE JOKYMEHTBI
— 11 nonk3oBatenei Jonl'yY.

8. OuexTponnblii apxu Joul'Y: pa3aen caiita/ Hb Jlonl'Y. — TekcT: 31eKTpOHHBIN
// BOBC JouI'Y: caiir. — URL: http://repo.donnu.ru/ (mara obpamenus: 01.09.2023). — Pexum
JIOCTYTIa: CBOOOIHBIN.
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13. I[TPOTPAMMHOE OBECIIEUEHHME

1. Windows 7 PRO (xopnopatuBnas nuuen3us Joal'y Ne 46484614)

2.  Microsoft Office (kopnopatusHas aunensust Joul'yY Ne 46472919)

3. Microsoft Visual Studio (;uien3ust mporpammsl Dream Spark aiist BBICIIUX YU4eOHBIX
3aBEeICHUN)

4. Antusupyc Kacnepckoro, Adobe Acrobat Reader, xPDF (nmuuensun GPL, Apache,
BSD nst cB0O0HOTO IPOrpaMMHOTO O0ECTICUEHUS).



